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STATEMENT OF FACTS

The United States and the defendant, Christian Allen
Kerodin, agree that were this case to go to trial, the United
St ates woul d prove beyond a reasonabl e doubt, by conpetent and
adm ssi bl e evi dence, the follow ng:

FACTS RELATED TO THE EXTORTI ON OFFENSE

Si mon Property G oup

1. During the spring of 2003, the defendant wote two
reports, “Terrorism Forecast: 2003" and “Terrorist Target List:
Anerican Retailers & Restaurants,” and made them avail able to the
public on his Internet website. The first report argued that the
United States faces many future terrorist attacks, while the
second concl uded that shopping venues are likely to be prine
targets. The defendant noted that if shopping venues experienced
terrorist attacks, they would suffer economcally. The articles
suggested that Anmerican businesses contact Kerodin International

for assistance with security against terrorism



2. On June 24, 2003, the defendant sent a letter to David
Si mon, Chief Executive O ficer for Sinon Property Goup, a firm
t hat owns shopping nmalls throughout the United States. The
def endant said that Kerodin International’s recent research on
shopping malls in the Washington, D.C. area showed that the
Fashion Centre at Pentagon City, a Sinon property, was quite
vul nerable to terrorist attacks. The defendant said that Kerodin
International would like to work with Sinon Property G oup in an
advi sory capacity to help reduce the vulnerability. The
def endant concl uded that because of the rapidly approaching
rel ease date of Kerodin International’s upcom ng report on the
vul nerabilities of Washington area malls to terrorist attacks,
if interested, Sinon Property G oup should contact the defendant
by June 25, 2003.

3. The defendant’s report caused concern with individuals
at Sinon Property Goup for various reasons, including fear that
the reports could cause econom c harmto the conpany.

4, The Fashion Centre at Pentagon City has retail ers who
sel | products brought fromother states to Virginia and has
custoners who travel fromother states and the District of
Col unbia to Virginia.

5. On June 30, 2003, Tom Cernock, Director of Corporate
Security for Sinon Property G oup, tel ephoned the defendant

because of Cernock’s concerns that the report woul d di scuss



specifically Sinon properties. During the conversation, the

def endant declined to provide nanes of other clients for
references or to supply the credentials of individuals who worked
for Kerodin International. The defendant, however, did follow up
with a letter to Cernock. The letter solicited Cernock to sign a
consulting agreenent with Kerodin International under which
Kerodin woul d provide a terrorist risk analysis of the Fashion
Centre for $15,000. The defendant advised that his conpany never
di scl osed the nanmes of clients or any details relating to them
He stated that Sinon Property Goup would enjoy this anonymty if
it retained Kerodin International. The defendant concl uded by
sayi ng that because of the approaching rel ease date of the
upcom ng report, Cernock should sign and return the encl osed
agreenent by July 3, 2003.

6. Si non Property Group did not respond to the letter, and
on July 8, 2003, the defendant released on the Internet his
report entitled “Terrorism Report: Washi ngton, D.C. Shopping Ml
Vul nerability.” The report verbally blasted several area
shopping malls for being vulnerable to terrorist attacks and
specifically criticized the Fashion Center. Three days |ater the
def endant sent another letter to David Sinon. The defendant
clainmed that the report had received attention fromthe | ocal and
national nedia. He said that the report had been w dely

circulated in the insurance, financial, and governnent policy



sectors. The defendant told Sinon that 14 Sinon properties would
be showcased in three upcom ng reports focusing on New York Gty,
Chi cago, and San Francisco. The defendant stated that these
reports would be simlar in scope, tone, and conclusions to the
reports on the Washington area nalls. The defendant concluded by
reconmendi ng that Sinon Property G oup seek the expertise of a
counter-terrorismprofessional. |In response, Cernock called the
United States Secret Service.

7. On July 22, 2003, Cernock introduced Special Agent
Peter Paradis, acting in an undercover capacity, to the defendant
in a tel ephone call. Cernock introduced Paradis as a vice-
presi dent of Sinon Property Group. During the tel ephone
conversation, the defendant stated that it was too late to hire
hi s conpany for Washington area malls, but Sinon Property G oup
m ght be able to hire himfor malls in other cities. The
defendant said that he would still publish reports about Sinon
Property Group even if Sinmon hired another security firmto
rectify the problens that the defendant said existed. The
def endant, however, said that he would not publish negative
reports about Sinmon if Kerodin International were hired. Paradis
told the defendant that Sinon Property G oup wanted to avoid the
enbarrassnment that would follow with future reports and wanted to
wor k sonet hing out wwth the defendant. The defendant stated that

he woul d want an agreenent that retained himto provide services



for several malls in various cities, not just for the malls in
one city.

8. On August 13, 2003, Paradis spoke again with the
def endant on the tel ephone. Paradi s asked when the reports on
New Yor k, Chicago, and San Franci sco woul d be published, and the
def endant responded that the date woul d be before Septenber 11.
Paradi s repeated that Sinon Property G oup wanted to avoid
enbarrassnment fromany future reports. He asked if the defendant
woul d send a proposal, and the defendant replied that Paradis
shoul d send hima proposal. The defendant said that the proposed
agreenent should cover the malls in the three cities he had
identified for the next round of reports, plus the five cities
that he planned to cover in |ater reports. The defendant had
previously identified those cities as Los Angel es, Houston,
Seattl e, Boston, and Phil adel phia. The defendant advi sed that
Paradi s had until August 22, 2003, to work sonething out with
hi m

9. On August 20, 2003, Paradis caused a letter to be sent
to the defendant. The letter stated that Sinon Property G oup
was considering hiring Kerodin International to provide counter-
terrorismconsulting at the cost of $1,000 per shopping center.
The letter said that because the defendant had been unable to
provi de specific details about his nethodol ogy, Sinon Property

G oup wanted to hire the defendant to conplete one security



assessnment to show what he could do. Then Sinon woul d consider
hiring himfor other malls.

10. Al so on August 20, the defendant sent another l|etter
to David Sinmon. The defendant advised that not only were the
reports prepared for New York, San Francisco, and Chi cago, but
Kerodin International also had prepared a special report on the
terrorismvulnerabilities of the Mall of Anerica in M nneapolis,
anot her Sinon Property G oup property. The defendant stated that
because he had not heard from Paradis since August 13, he assuned
that a working agreenent between Kerodin International and Sinon
Property Group was no longer a priority for Sinon.

11. On August 21, 2003, Paradis had a tel ephone
conversation with the defendant. The defendant said that the
proposal Paradis had sent was weak and to send another. Wen
Paradi s questioned the defendant about his clients and his
credentials, the defendant would not identify other clients and
responded that his reports showed what he coul d do.

12. On August 22, 2003, Paradis tel ephoned the defendant
and stated that Sinon Property Group wanted to resolve its
security issues on its own terns and on its own schedul e.

Paradi s said, however, that Sinon just wanted to know what it had
to do to keep its nanme out of the defendant’s reports. The
def endant said that the only way he would not report on Sinon

Property Goup was if he was hired for surveys or other services.



Paradis nmade it clear that even if Sinon Property G oup signed an
agreenent, it would not call on Kerodin International for any
services. The defendant replied that he understood, but
reconmended that Sinon use his services. The defendant told
Paradis to put together an agreenent by the end of the day.

13. On August 22, 2003, Sinon Property G oup sent the
defendant a witten proposal under which Sinon would pay the
def endant $40, 000 at the tine the agreenent was signed. The
agreenent said that Kerodin International would conplete security
assessnents on 40 malls belonging to Sinon Property Goup within
15 days. Paradis followed up this proposal with a tel ephone
call to the defendant on August 27. The defendant initially
said that his deadline had come and gone, but he then continued
to speak with Paradis about reaching an agreenent. Paradis
proposed that they nmeet on August 29, Paradis bring a signed copy
of the agreenent and a check for $40, 000, and that would end
their relationship. Paradis again made it clear that Sinon
Property Group was sinply seeking a way to avoid future negative
reports about security at the conpany’s malls. The defendant
responded that his standard agreenent for his clients was
$122,500 for 18 nonths of consulting. Paradis responded that the
proposal was satisfactory, while adding that Sinon Property G oup
woul d never ask for any services under the agreenent. The

defendant affirnmed that if the agreenent was signed and he was



paid, the only time he would nention Sinon Property Goup in the
future would be to say that the conpany was his client.

14. On Septenber 4, 2003, the defendant nmet with Paradis.
After Paradis gave the defendant a check for $122,500, the Secret
Service arrested himfor conmtting extortion. The check from
Si ron Property Group was recover ed.

15. The defendant knew when he committed the actions
descri bed above that he was obtaining noney and a contract from
Simon Property Group, with its consent, by threatening economc
harmto Sinon Property Goup in a way that was in fact wongful.
General G owth Properties

16. In May 2003, David Levenberg, vice-president of
security for General G owmh Properties, requested a copy of the
second report fromKerodin International entitled “Terrori st
Target List: Anerican Retailers & Restaurants.”. On May 22,
2003, he received the report along with a letter that stated that
Kerodin International hoped to be of service to General G owh
Properties regarding counter-terrorismsecurity matters. Wen
Levenberg did not respond, he received another letter dated June
24, 2003 fromthe defendant. The letter stated that the
defendant’s firmwould be publishing a report on the
vul nerability of Washington, D.C. shopping nalls to terrori st
attacks. The defendant stated that his research had docunent ed

t he poor security of two General Gowh malls, Landmark Mall and



Tyson’s Galleria. The letter concluded by telling Levenberg that
due to the rapidly approaching rel ease date of the report, he
shoul d contact the defendant by June 25 if General Growth were
interested in retaining Kerodin International in an advisory
capacity. The defendant sent the identical letter to John
Bucksbaum the Chief Operating Oficer for General Gowh, the
fol |l ow ng day.

17. After receiving the June 24 |etter, Levenberg
t el ephoned the defendant and spoke with him Levenberg | earned
that the defendant’s upcom ng report was going to identify the
two General Gowh nmalls and state that they were poorly prepared
for terrorismattacks. Wien Levenberg questioned the defendant
about his qualifications for claimng that he was a counter-
terrorismexpert, he stated that he did not need experience to be
an expert in the field. The defendant al so assured Levenberg
that if the conpany retained the defendant’s services, he would
treat the information about General Gowh' s malls as
confidential .

18. During the first week of July 2003, General G owh
recei ved a proposed consulting agreenent signed by the defendant
for Kerodin International to performsecurity assessnents of the
Landmark and Tyson’s nmalls for $15,000. The agreenent prom sed
not to disclose anything discovered previously or during any work

under the contract relating to the two malls, unless authorized



by General Gowh. 1In e-nail nmessages during the week, the
def endant continued to refer to his upcom ng negative report and
to the fact that if he was retai ned, he would observe a policy of
strict confidentiality. When Levenberg had not retai ned Kerodin
International by July 7, 2003, the defendant w ote him another
|l etter. He concluded by stating that he assuned that Ceneral
Gowth was not going to hire him thus “forfeiting the benefits
fromour observations at your venues as well as the strict
confidentiality policy Kerodin International applies to each of
our clients.”

19. The defendant then published “Terrori sm Report:
Washi ngton, D.C. Shopping Mall Vulnerability.” The report rated
quite negatively the security of Landmark Mall and Tyson’s
Gal leria. Subsequently, on July 11, 2003, the defendant sent
Bucksbaum a letter stating that he had published his report and
claimng that it had received w despread attention in the nedia.
The letter further stated that seven additional General G owth
malls were to be showcased in two future reports on ot her
nmetropol i tan areas. The defendant stated that the reports would
be simlar to the report on Washington, D.C. in scope, tone, and
conclusions. The letter concluded by recommendi ng that General
G owmh seek the expertise of a counter-terrorism professional

General Growth Properties did not respond to this letter.
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FACTS RELATED TO THE FI REARM OFFENSE

20. On Septenber 4, 2003, United States Secret Service
Speci al Agents executed a search warrant at the defendant’s one-
bedroom apartnent, |ocated at 4452 Ral ei gh Avenue, Apartnment 302,
in Alexandria, Virginia, in connection with their investigation
of extortion. During the search the agents di scovered the | ower
portion of a firearm containing the stock and receiver of a
Bushmast er Model XML5-E2S, .223 caliber rifle, serial nunber
BFI 400958, in the bedroom closet and an after-market barrel that
fit the receiver under the bed |ocated in the sane bedroom
During the search, the agents found no other receivers or barrels
in the apartnment which fit these two pieces. The defendant
knowi ngly possessed the | ower portion of the Bushmaster rifle
(stock and receiver) and the barrel in his apartnment on Septenber
4, 2003.

21. A subsequent exam nation of the rifle reveal ed that
it was a “sem automatic assault weapon” as defined in Title 18,
United States Code, Section 921(a)(30)(B), and that the weapon
was a firearm “having a barrel of less than 16 inches in |length,”
as defined in Title 26, United States Code, Section 5845(a)(3).
The barrel was 7.5 inches in |ength.

22. The firearmwas not registered to the defendant in the

Nati onal Firearns Registration and Transfer Record.

11



23. The defendant knew the firearmhad a barrel of |ess
than 16 i nches. The defendant possessed the short-barreled
firearmintentionally, unlawfully and not as a result of
acci dent, mstake or other innocent reason.

Respectful ly subm tted,
Paul J. McNulty
United States Attorney

By:

Jack Hanly

Andrew Lel l'ing

Patrick F. Stokes

Assistant United States Attorneys

Jenni fer A Dom nguez

Speci al Assistant United States

At t or ney
After consulting with ny attorney and pursuant to the plea

agreenent entered into this day between the defendant and the
United States, | hereby stipulate that the above Statenent of
Facts is true and accurate, and that had the matter proceeded to
trial, the United States could have proved the sane beyond a

reasonabl e doubt .

Christian A. Kerodin
Def endant
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| am CHRI STIAN A. KERODIN s attorney. | have carefully
revi ewed the above Statenent of Facts with him To nmy know edge,
his decision to stipulate to these facts is an informed and

vol untary one.

M chael Nachmanof f
Counsel for Defendant
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